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OverviewOverview
                                              Web services: lots of hype very few applicationsWeb services: lots of hype very few applications

HoweverHowever, several web-services applications have been built on , several web-services applications have been built on 
the Clarens web service architecture. This talk will describe the Clarens web service architecture. This talk will describe 
some of these:some of these:

�

Proxy escrowProxy escrow

�

Web based Java/ Javascript clientWeb based Java/ Javascript client

�

Access to JetMET data via SQL2RootAccess to JetMET data via SQL2Root

�

Root client access to remote data filesRoot client access to remote data files

�

Access to files managed by the SDSC storage resource Access to files managed by the SDSC storage resource 
broker (SRB)broker (SRB)



Proxy EscrowProxy Escrow
                                              �

Similar to MyProxySimilar to MyProxy  ((ht t p: / / www. ncsa. ui uc. edu/ Di v i s i ons/ ACES/ MyPr oxy/ht t p: / / www. ncsa. ui uc. edu/ Di v i s i ons/ ACES/ MyPr oxy/ ))

�

Eases administration of certificates and keys for users: credentials Eases administration of certificates and keys for users: credentials 
can be acessed using a browsercan be acessed using a browser

�

Only need certificate distinguished name and passwordOnly need certificate distinguished name and password

�

Some applications can not access a file system to read cert/ key files Some applications can not access a file system to read cert/ key files 
(proxy credentials), e.g. Java applet in browser(proxy credentials), e.g. Java applet in browser

�

Credentials are stored in a database by the Clarens server. Credentials are stored in a database by the Clarens server. 
Communication encryption via SSL limits pilfering by eavesdroppersCommunication encryption via SSL limits pilfering by eavesdroppers

�

Data is encrypted before being stored, no password storedData is encrypted before being stored, no password stored

�

Benefits from the Clarens access control infrastructureBenefits from the Clarens access control infrastructure



Proxy Escrow IIProxy Escrow II
                                              

�

API:API:
 pr oxy. st or e( pr oxy,  cer t ,  passwor d) pr oxy. st or e( pr oxy,  cer t ,  passwor d)

 pr oxy. r et r i eve( DN,  passwor d) pr oxy. r et r i eve( DN,  passwor d)

 pr oxy. del et e( DN,  passwor d) pr oxy. del et e( DN,  passwor d)

 pr oxy. del et e_admi n( DN) pr oxy. del et e_admi n( DN)

 pr oxy. l i s t ( ) pr oxy. l i s t ( )

�

The last two are limited to administrators via ACLsThe last two are limited to administrators via ACLs

�

Chicken-and-egg problem: Need key/ cert to log into Clarens to Chicken-and-egg problem: Need key/ cert to log into Clarens to 
retrieve key/ cert!retrieve key/ cert!

�

Solved by implementing an intermediary for proxy retrieval:Solved by implementing an intermediary for proxy retrieval:

ClarensClarens
ServerServer

Web serverWeb server
andand

Clarens clientClarens client
Clarens client AClarens client A

Web clientWeb client

Proxy
Proxy

ProxyClarens client BClarens client B
Proxy



Java/ Javascript clientJava/ Javascript client
                                              

�

First application to require proxy escrowFirst application to require proxy escrow

�

Stand-alone Java client simple to implement – Java crypto API unwieldy Stand-alone Java client simple to implement – Java crypto API unwieldy 
thoughthough

�

Browser-based applet solves software distribution/ installation problemBrowser-based applet solves software distribution/ installation problem

�

BUT restrictions placed on applet:BUT restrictions placed on applet:

�

Unable to access filesystemUnable to access filesystem

�

Limited to certain APIs – not allowed to access JCE/ JSSELimited to certain APIs – not allowed to access JCE/ JSSE

�

Can only access server where applet was loaded fromCan only access server where applet was loaded from

�

Use bouncycastle.org crypto API insteadUse bouncycastle.org crypto API instead

�

Use proxy escrow to access cert/ keyfile instead of from filesystemUse proxy escrow to access cert/ keyfile instead of from filesystem

�

Use Javascript to manage web page contents presented to userUse Javascript to manage web page contents presented to user



Java/ Javascript client IIJava/ Javascript client II
                                              Store proxy:Store proxy:



Java/ Javascript client IIIJava/ Javascript client III
                                              Retrieve proxy:Retrieve proxy:



Java/ Javascript client IVJava/ Javascript client IV
                                              Delete proxy:Delete proxy:



Access to CMS JETMet dataAccess to CMS JETMet data

                                              

�

Part of the CAIGEE project to store CMS analysis data in SQL Part of the CAIGEE project to store CMS analysis data in SQL 
databases (Orace 9i and SQLServer)databases (Orace 9i and SQLServer)

� See See http://pcbunn.cithep.caltech.edu/GAE/GAE.htmhttp://pcbunn.cithep.caltech.edu/GAE/GAE.htm

�

OO data extracted from Objectivity DB stored in RDBMSOO data extracted from Objectivity DB stored in RDBMS

�

Clarens exposes API to pass data queries to SQL2Root backendClarens exposes API to pass data queries to SQL2Root backend

�

Data can be accessed using Root Clarens client or downloaded to Data can be accessed using Root Clarens client or downloaded to 
client machineclient machine

�

API:API:
wr i t e_t r ee( t abl ename, wher e_cl ause, f i l ename)wr i t e_t r ee( t abl ename, wher e_cl ause, f i l ename)

�

 Method implemented in C+ + , accessed via a Python wrapper Method implemented in C+ + , accessed via a Python wrapper



Root cl ient accessRoot cl ient access

                                              

�

Root analysis environment widely used in HENPRoot analysis environment widely used in HENP
See: See: http://root.cern.chhttp://root.cern.ch   

�

Client written in C+ +  as a Root extension fileClient written in C+ +  as a Root extension file

�

Can access any Clarens methods from command lineCan access any Clarens methods from command line

� Special support for remote file access via the Special support for remote file access via the TCWebFi l eTCWebFi l e class,  class, 
accessible as a Root file similar to a local fileaccessible as a Root file similar to a local file

� Also Also TCSyst emDi r ect or yTCSyst emDi r ect or y   class for remote file browsing using the class for remote file browsing using the 
Root browserRoot browser

�

Client used for distributed analysis demonstrations at SC2002 and Client used for distributed analysis demonstrations at SC2002 and 
iGrid2002.iGrid2002.



Root cl ient access IIRoot cl ient access II

                                              

�

Examinig a remote file inside a Root object browser:Examinig a remote file inside a Root object browser:



Root cl ient access IIIRoot cl ient access III

                                              

�

Browsing a remote file system on two servers,Browsing a remote file system on two servers,

yamashi t ayamashi t a and  and heppc22heppc22::



SRB fi le accessSRB fi le access

                                              

�

The Storage Resource Broker is a network-enabled file and collection The Storage Resource Broker is a network-enabled file and collection 
management system with a metadata catalog stored in an RDBMS management system with a metadata catalog stored in an RDBMS 
((ht t p: / / www. npaci . edu/ DI CE/ SRB/ht t p: / / www. npaci . edu/ DI CE/ SRB/ ))

�

A Python binding for the SRB C-client was developed at SDSC, and the API A Python binding for the SRB C-client was developed at SDSC, and the API 
subsequently exposed via Clarens.subsequently exposed via Clarens.

�

Since SRB uses a stateful network protocol, connections to the SRB server Since SRB uses a stateful network protocol, connections to the SRB server 
is opened and closed for every access by a Clarens client.is opened and closed for every access by a Clarens client.

�

Work is under way to use a temporary Work is under way to use a temporary pClarenspClarens instantiation for persistent  instantiation for persistent 
connections to the SRB server.connections to the SRB server.

�

Api:Api:
connect (connect ( st r i ngst r i ng sr b_host ,     sr b_host ,    st r i ngst r i ng sr b_por t , s r b_por t ,

                st r i ngst r i ng sr b_domai n,   sr b_domai n,  st r i ngst r i ng aut h_scheme, aut h_scheme,

                st r i ngst r i ng user _name,    user _name,   st r i ngst r i ng sr b_passwd) sr b_passwd)

di sconnect (di sconnect ( s t r i ngst r i ng connect i on_i d) connect i on_i d)

r ead(r ead( st r i ngst r i ng conn_i d,   conn_i d,  st r i ngst r i ng col l _name,   col l _name,  s t r i ngst r i ng obj _i d,   obj _i d,  

          i nti nt     of l ag,        of l ag,    i nti nt  of f set ,         of f set ,        i nti nt  max_si ze) max_si ze)



SummarySummary

                                              

�

  Client access is now available from a wide variety of client Client access is now available from a wide variety of client 
languages and environments:languages and environments:

�

PythonPython

�

C/ C+ +C/ C+ +

�

Root (C+ + )Root (C+ + )

�

Java applicationJava application

�

Java/ Javascript browser-based clientJava/ Javascript browser-based client

�

GUI and command-line clients allow the user to pick the most GUI and command-line clients allow the user to pick the most 
convenient interface for the task at hand.convenient interface for the task at hand.

�

Proxy escrow service allows access to Grid credentials from any web Proxy escrow service allows access to Grid credentials from any web 
browser, or in environments where file access is impossiblebrowser, or in environments where file access is impossible

�

SQL2Root and SRB services give access to new data storage media SQL2Root and SRB services give access to new data storage media 
from within the Clarens client environmentfrom within the Clarens client environment


